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Abstract

Safety and cybersecurity are often addressed separately in system design, despite their increasing interdepen-
dence. This paper presents a quantitative framework for assessing safety-critical threat scenarios during early
design stages. Based on Bayesian networks, the approach models attack propagation and system failures,
enabling engineers to evaluate the likelihood of compromise and safety impacts across design alternatives. A
key feature is dynamic updating: changes such as component failures or compromises can be introduced to
reflect evolving system states and immediately update risk assessments. The framework integrates naturally
with model-based systems engineering by providing a practical tool for identifying high-risk paths and, ulti-
mately, allows for designs that are safer and more secure.
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1. INTRODUCTION

Safety has long been a fundamental principle in
system design. Across industries, engineers perform
hazard analyses, introduce redundancy, and comply
with certification standards to minimize the likelihood
of catastrophic failures. In domains such as avia-
tion, this safe-by-design approach has proven highly
effective. With increasing connectivity and reliance
on commercial off-the-shelf components, however,
traditional safety measures are no longer sufficient.
Cybersecurity vulnerabilities can undermine safety-
critical functions, making it necessary to address
safety and security in an integrated approach from
the earliest design stages.
Model-based systems engineering (MBSE) [1] offers
a structured way to capture system requirements and
dependencies, and languages such as SysML [2] and
RAAML [3] enable safety and security information
to be modeled within a unified framework. Yet haz-
ard identification methods, such as System Theoretic
Process Analysis (STPA) [4,5], remain largely manual
and require significant expertise. Moreover, existing
approaches usually do not account for the dynamic
nature of systems, where vulnerabilities emerge,
components degrade, and updates alter risk profiles.
Recent research combines system-theoretic safety
analysis with formal verification and security modeling
to identify safety-critical attack paths [5–7]. Building
on this foundation, this article presents a framework
that extends MBSE with dynamic threat analysis.
The framework supports the quantification of risk,
simulation of failures and attacks, and evaluation
of design alternatives under changing conditions,

thereby advancing integrated safety–security analysis
for complex systems. As a result, it can be used
to support engineers in performing rapid root-cause
analysis and exploring “what-if” scenarios. In more
detail, the article contributes:
• methods to ingest established models (fault trees,

attack graphs, STPA-based scenarios) in practical
formats and to represent them in a unified DAG for
joint probability–time analysis,

• mechanisms for efficient updating as new evidence
becomes available (e.g., compromised nodes, fail-
ures, emerging CVEs), ensuring that scenario as-
sessments remain current, and

• decision-support for MBSE workflows through
explainable outputs and threshold-based safety
states, illustrated by case studies.

The remainder of this article is organized as follows:
After recalling the most important concepts and
approaches in Section 2, we present the framework
in Section 3 including the assumptions and practical
conventions used by the framework. We then provide
numerical results in Section 4 using an abstract
threat-scenario example and a real-world radio al-
timeter case. In Section 5, we comment on limitations
of the approach and conclude the article in Section 6.

2. BACKGROUND

As we are focusing on safety-critical threat scenarios,
we briefly first recall the most important concepts and
approaches.
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2.1. Hazard analysis

A hazard analysis is a systematic process to iden-
tify, evaluate, and control potential sources of harm
in a process or system. In aviation and other safety-
critical domains, the outcome typically includes the
likelihood, i.e., the joint probability of a hazard occur-
ring, impacting safety, and contributing to an incident.
Standards such as SAE ARP4761, DO-178C, or ISO
26262 typically define mappings between likelihood
and severity categories and specify acceptable levels
of risk for systems and systems of systems.

2.2. System Theoretic Accident Model and Pro-
cesses

The system theoretic accident model and processes
(STAMP) [5] is a system-theoretic approach to ac-
cident causality. Unlike traditional reliability-based
models, STAMP views safety as an emergent control
problem. Accidents arise from inadequate appli-
cation of safety controls, incomplete feedback, or
dysfunctional interactions in hierarchical control
structures, even when individual components operate
as intended.

2.3. System Theoretic Process Analysis

System Theoretic Process Analysis (STPA) [4, 5]
builds on STAMP to provide a top-down hazard
analysis method. Therefore, it works at a functional
level rather than requiring detailed item-level specifi-
cations. The method is used to identify unsafe control
actions and causal scenarios, enabling hazards to
be addressed early in the design process, when
corrective actions are less costly and more effective.

2.4. STPA-Sec

An extension of STPA is the method STPA-Sec [7]
which adapts the original method STPA to security.
The approach applies the same control-theoretic rea-
soning to examine how malicious actions or vulnera-
bilities may lead to losses, thereby integrating safety
and security analysis in a single framework.

2.5. Fault tree analysis

Fault Tree Analysis (FTA) [8] is a deductive, failure-
oriented method widely used across safety-critical in-
dustries. It models how combinations of lower-level
events may lead to system-level failures. FTA is most
effective for well-defined architectures with item-level
specifications, where failure probabilities of compo-
nents can be quantified. This makes FTA a power-
ful tool for probabilistic risk assessment once the sys-
tem architecture is sufficiently mature. However, its
bottom-up focus can limit its usefulness in the early
stages of design, when detailed specifications are not
yet available. As such, FTA and STPA are often con-
sidered complementary: STPA supports early func-
tional hazard identification, while FTA provides quan-
titative assessment of risk in later design phases.

2.6. Attack graphs

Attack graphs are graphical models that represent
potential sequences of actions or events (i.e., attack
paths) that an adversary may take to compromise a
system. Each path within an attack graph illustrates
how vulnerabilities, configuration-related mistakes,
and privileges can be exploited in sequence to move
from an initial state to a goal state (e.g., unauthorized
access to a critical component).
In the literature, two main types of attack graphs are
commonly distinguished [9]:
• State-based attack graphs, where each node rep-

resents a complete system state and edges repre-
sent transitions between states caused by exploits.
This representation captures system evolution over
time but tends to suffer from state-space explosion
in large systems.

• Logical attack graphs, where the graph is bipar-
tite with nodes representing either exploits or secu-
rity conditions. Edges describe dependencies, such
as which conditions must hold for an exploit to suc-
ceed and what conditions are enabled once it has
executed. Logical graphs are more scalable and al-
low abstraction away from individual states.

Attack graphs are widely used for security analysis,
since they allow systematic identification of attack
paths, assessment of their likelihood or cost, and
prioritization of defensive measures.

2.7. Threat scenarios

In cybersecurity standards, e.g., [10], a threat sce-
nario is defined as a set of discrete threat events, as-
sociated with one or more threat sources, that are par-
tially ordered in time. Such scenarios typically include
a chronological and functional sequence of steps that
could be used to exploit system vulnerabilities and,
as a result, provide a structured description of how a
system could be attacked under specific conditions.
In safety-critical domains, threat scenarios extend
beyond the traditional focus and also address confi-
dentiality, integrity, and availability of systems. They
must capture cyber-physical attack paths that can
degrade safety constraints and drive the system
into hazardous states. By combining safety-oriented
methods with security analysis, such as STPA-Sec,
these scenarios describe how attacks unfold and how
they can lead to unsafe control actions or failures
in critical control structures. This dual perspective
ensures that both the likelihood of attacks and their
safety impact are systematically assessed.

3. PREDICTION ENGINE

The presented framework is designed for researchers
to evaluate safety-critical threat scenarios for a sys-
tem or system of systems. The goal is to predict the
"safety state" of a system (or a system of systems).
Fundamentally, the framework is based on Bayesian
networks, a concept which is well-established in the
field of cybersecurity and risk analysis.
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3.1. Bayesian networks

Bayesian networks provide the probabilistic founda-
tion for our framework, allowing heterogeneous evi-
dence—such as component failure rates, exploit suc-
cess probabilities, and monitoring data—to be com-
bined within a single causal model [11]. As probabilis-
tic graphical models, they represent conditional de-
pendencies among random variables using a directed
acyclic graph (DAG). Therein, nodes correspond to
random variables and edges indicate direct influence,
with each parent node affecting the probability distri-
bution of its children.
Formally, given X = {X1, . . . , Xn}, the joint probabil-
ity distribution (JPD) can be factorized as:

p(X) =
n∏︂

i=1

p(Xi | pai),

where pai denotes the set of parent nodes of Xi [12].
This factorization exploits conditional independence,
avoiding the exponential growth of joint probability ta-
bles and enabling efficient inference.

3.2. Bayesian attack graphs

Bayesian networks are widely applied in security
modeling because they capture uncertainty in at-
tacker behavior and support both static and dynamic
analysis [13–15]. When combined with logical at-
tack graphs, nodes represent resources or attacks
and edges indicate causal relationships. Nodes
are typically modeled as Bernoulli variables, with
p(Xi) = Pr(Xi = T ) representing compromise
likelihood and a node’s probability of compromise
depends on its parents, with logical dependencies
modeled via AND or OR relations. A logical AND can
be expressed as [12]:

p(Xi|pai) =

⎧⎪⎪⎨⎪⎪⎩
0, ∃Xj ∈ pai|Xj = F
l∏︂

j=1

pvj
, otherwise

while a logical OR is given by

p(Xi|pai) =

⎧⎪⎪⎨⎪⎪⎩
0, ∀Xj ∈ pai|Xj = F

1−
l∏︂

j=1

(1− pvj
), otherwise

where pvj denotes the probability of exploiting vulner-
ability vj .

3.3. Bayesian fault graphs

Fault trees can be modeled analogously by us-
ing Bayesian networks, where nodes represent
component failures and edges describe causal de-
pendencies. Prior probabilities can encode fault
likelihoods while unconditional transition probabilities
are set to 1. With this, Bayesian inference can be
used to update failure risks as new evidence be-

comes available. This approach enables probabilistic
fault analysis beyond traditional deterministic FTA
and allows for performing root-cause analysis.

3.4. Assumptions

Aside from using Bayesian networks, the pro-
posed framework relies on a set of conceptual and
implementation-level assumptions.

3.4.1. Conceptual Assumptions

1) Availability of threat scenarios. A threat sce-
nario captures combinations of system states that
can lead to unsafe control actions (STPA) and, ul-
timately, hazardous conditions. Threat scenarios
involve one or multiple target systems, e.g., in avi-
ation the flight control management and connected
systems [6]. Since there are various reasons for
systems to be e.g. not available (failure or attack),
we use multiple graphs per system and distinguish
fault graphs from attack graphs. As we also need
to consider combination of failures and attacks, the
number of DAGs can be rather high.

2) Availability of fault trees. Fault trees are as-
sumed to be available for all safety-critical systems
under analysis. This assumption is consistent with
current engineering practice, where Fault Tree
Analysis (FTA) is widely used as part of certifica-
tion and safety assurance processes.

3) Availability of attack graphs. We assume that a
security engineer has conducted threat modeling
and constructed attack graphs. Such graphs
may be generated manually or by automated
methods [6, 15]. These graphs capture feasible
attack paths and provide the security-oriented
counterpart to the fault trees.

4) Attacker capabilities. Following [12], we assume
that the attacker capabilities do not change during
an attack and that probabilities of successfully ex-
ploiting a vulnerability remain constant over time
and do not increase if the same exploit could be
used for a different system.

5) Consideration of time. Unlike probabilistic graph-
ical models, there is no widely accepted formalism
for representing temporal aspects. We consider
time as transition time on edges. For nodes with
multiple predecessors, AND takes the maximum
incoming time and OR the minimum. When a node
is compromised, its time is set to 0 s and accumu-
lated only for the successors.

3.4.2. Practical implementation aspects.

We adopt the following conventions in our framework:
• Safety-state classification and scenario defini-

tion. The current implementation classifies safety
state as safe, medium risk, or high risk based
on user-defined probability and time thresholds.
A threat scenario is defined as a combination of
node-states (targets) that result in unsafe control
actions per STPA.
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• Canonical DAG representation. All inputs are
converted into DAGs. Nodes represent events or
states (basic faults, compromise states, enabling
conditions, logical gate outputs). Edges repre-
sent causal/transition relationships from which
conditional probability distributions (CPDs) and
temporal dependencies are constructed. Logical
gates are implemented as deterministic CPDs.
The overall structure must be acyclic on ingestion;
cycles in sources have to be resolved during model
preparation.

• Scenario queries. Scenario probabilities are
evaluated via Bayesian inference, while the time to
threat-materialization is computed as earliest-arrival
in the time network.

• Input formats. Graphs are provided via CSV
files for arcs and nodes (consistent with MulVAL
exports), and experiments/scenarios via YAML, as
detailed in Section 3.7

• Consideration of probabilities and times:
– Attack graphs (probabilities): we primarily

use an edge-based (condensed) encoding in
which unconditional transition probabilities are
attached to edges, representing the likelihood
that an exploit succeeds along a dependency.
An equivalent node-based encoding with explicit
attacker/likelihood nodes and logical connectors
(AND/OR) is possible but not required.

– Fault trees (probabilities): failure rates/proba-
bilities for basic events (typically hardware) are
treated as priors on leaf nodes; gate outputs are
deterministic. Transitions along fault-propagation
edges are usually set to 1 for hardware. For
software-related faults producing incorrect val-
ues, checks and plausibility filters may reduce
the risk which can be considered by using
probabilities that are less than 1.

– Timing: transition times (or time distributions)
are assumed available for edges to enable tem-
poral analysis (earliest-arrival times to targets).

3.5. Architecture

The framework is designed for use in safety- and
mission-critical domains, where rapid adaptation to
new vulnerabilities, failures, or attack information is
essential. We used a modular architecture where
each component has a clear responsibility. This de-
sign simplifies updates, extensions, and independent
validation. The modularity also enables scalable
analysis by separating probability- and time-based
reasoning while ensuring consistency through a
central coordinator, the FrameworkManager.
FrameworkManager

• Central coordinator managing objects such
as GraphData, AttackAndFaultGraph, and
ThreatScenarioManager.

• Propagates updates (e.g., compromised nodes, fail-
ures, new CVEs) across all dependent components.

GraphData

• Builds DAGs from CSV input or synthetic data.

• Maintains the global structure of nodes, edges, and
subgraphs, ensuring efficient partitioning when pos-
sible.

AttackAndFaultGraph

• Represents a single subgraph derived from
GraphData.

• Interfaces with BayesianNetwork for probabil-
ity computations and TimeNetwork for temporal
evaluations.

• Propagates updates (e.g., priors, evidence, transi-
tion probabilities) to both associated networks.

BayesianNetwork

• Constructs a Bayesian network from an subgraph.
• Computes probabilities of reaching specified target

nodes.
TimeNetwork

• Builds a temporal dependency model from an
AttackAndFaultGraph.

• Estimates minimum times required to compromise
target nodes.

ThreatScenarioManager

• Manages collections of ThreatScenario instances.
• Updates ThreatScenario and related safety states

based on data updates
• Ensures consistency of scenarios.
ThreatScenario

• Combines multiple targets across different sub-
graphs.

• Aggregates probability and time metrics to provide
overall scenario evaluations.

Figure 1 provides a conceptual overview of the main
classes and their relations. Although the diagram re-
sembles a UML dependency view, it serves as a high-
level functional illustration rather than a formal speci-
fication.

3.6. Decision support and what-if analysis

The framework supports design-time exploration of al-
ternatives by:
• Modifying priors and edge parameters (probabili-

ties, times) to emulate design choices (e.g., added
redundancy, rate limiting, authentication, hardened
components).

• Injecting controls as nodes/edges (detectors, plau-
sibility checks) to consider propagation.

• Comparing scenarios across designs via dif-
ferences in target-node probabilities/times and
threshold-based safety states.

• Identifying and ranking critical paths or root causes
to guide engineers where to focus efforts.

Design iterations can be scripted via the YAML
config or applied interactively through updates to
nodes/edges via an API.

3.7. Definition of experiments

Listing 1 shows how experiments are defined in
the framework. The YAML structure specifies
input data, analysis options, and scenario defini-
tions. Some fields are self-explanatory (e.g., name,
results_path), but others require more detail:
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FIG 1. Functional overview of the framework and its core components.

• Graph data: The framework expects input in CSV
format, consistent with the MulVAL export [16], a
common attack-graph generator. Paths to these
files must be provided in arcs and vertices.

• Scenarios: Defined under scenarios, each threat
scenario combines target nodes using logical oper-
ators (and/or). This recursive structure allows for
flexible composition of conditions.

• Thresholds (optional): If probability and time
thresholds are defined, the framework evaluates
results against them and returns system states
(safe, medium risk, high risk). If omitted, raw
values are reported and the state remains unknown.

• Optional fields: compromised_nodes, failures,
and cves allow to use predefined configurations in
experiments. During runtime, such updates can be
injected dynamically via an API.

3.8. Dynamic updates

A central feature of the framework is the dynamic
update of both, nodes and edges, during runtime.
Nodes can be updated with new evidence or prior
information, e.g., compromised components or fail-
ures, while edges can be modified by adjusting

unconditional transition probabilities. This is essential
for systems that require continuous threat moni-
toring, particularly in safety-critical domains where
conditions evolve rapidly. Beyond run-time evidence
ingestion, the same mechanism enables design-time
“what-if” studies: engineers can alter priors, transition
probabilities and time and immediately quantify their
impact.
Dynamic updates serve several purposes:
• Adaptability: Attack graphs and combined

fault–attack models often represent environments
where vulnerabilities, failures, or adversarial behav-
ior change over time. Propagating updates ensures
the analysis reflects the current system state.

• Evidence integration: Bayesian inference allows
new observations—such as detected compromises
or system malfunctions—to be incorporated di-
rectly into probability calculations. This facilitates
the identification of critical paths and supports
prioritization of defensive measures.

• Risk mitigation: Real-time updates enable con-
tinuous reassessment of the likelihood of threats
and their impact on safety. Without this capability,
outdated models could lead to inaccurate risk esti-
mates and delayed or ineffective responses.
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name: <name of the example >
results_path: <path to results , e.g. "./ results/">

bayesian_method: <"exact" or "approximate">

arcs: <path to csv file e.g. "./edges.csv">
vertices: <path to csv file e.g. "./nodes.csv">

scenarios:
<name , e.g. "TS1">:

condition:
<"and" or "or">:

- <"and" or "or"> : <list of target nodes >
- <"and" or "or"> : <list of target nodes >

thresholds: <optional >
threshold_probability_high_risk: <float >
threshold_probability_medium_risk: <float >
threshold_time_high_risk: <number >
threshold_time_medium_risk: <number >

<name , e.g. "TS2">:
[...]

compromised_nodes: <optional >
- <node number or empty >

failures: <optional >
- <list of node number and failure type ,
e.g. [3, "dos_failure"]>

cves: <optional >
- <list of node number and CVE severity ,
e.g. [5, "high"]>

Listing 1. Experiment definition in YAML.

When an update occurs, the framework automatically
propagates changes through all affected components.
Specifically:
1) All attack or fault subgraphs containing the modi-

fied node or edge are identified.
2) Probabilities (via Bayesian inference, which can

affect upstream and downstream nodes) and tim-
ing values (forward-only propagation) are recom-
puted for the affected subgraphs.

3) Dependent threat scenarios are updated, trig-
gering re-evaluation of their system-level safety
states.

The impact of updates is twofold: compromised
nodes or system failures are treated as evidence
within the Bayesian network, while new CVEs dynam-
ically alter transition probabilities and times. Scenario
evaluations are then recalculated on the basis of
the updated subgraphs, ensuring that both ongoing
attacks and emerging vulnerabilities are consistently
reflected in the system’s safety assessment.

4. NUMERICAL RESULTS

We demonstrate the functionality of the framework by
considering an abstract example in Section 4.1 and
then consider a real-world example [17] in Section
4.2.

4.1. Example: Threat scenario

To illustrate the use of the framework for analyzing
threat scenarios, we manually design an abstract
setup based on a system graph that includes multiple
initial and target nodes and provide time-related
information in addition to transition probabilities. We

FIG 2. System graph including probabilities and transi-
tion times.

scenarios :
"TS1":

"condition":
"or":

- "and": [5, 20]
"thresholds":

"threshold_probability_high_risk": 0.04,
"threshold_probability_medium_risk": 0.01,
"threshold_time_high_risk": 8,
"threshold_time_medium_risk": 15,

"TS2":
"condition":

"or":
- "and": [11]

"thresholds":
"threshold_probability_high_risk": 0.1,
"threshold_probability_medium_risk": 0.04,
"threshold_time_high_risk": 2,
"threshold_time_medium_risk": 10,

Listing 2. Definition of threat scenarios.

define different threat scenarios that use the nodes
X5, X11, and X20 as target nodes (subsystems), see
Listing 2.
Initial state. We compute the initial probabilities for
the target systems (nodes); see Figure 2. The values
for the target nodes are

p(X5) = 0.4608,

p(X11) = 0.0051,

p(X20) = 0.0006,

with corresponding times t(X5) = 25.0, t(X11) = 13.0,
and t(X20) = 34.0. With respect to the threat scenari-
ons TS1 and TS2, this means it is

p(TS1) = 0.0003,

t(TS1) = 25,

p(TS2) = 0.0051,

t(TS2) = 13,
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FIG 3. System graph including updated probabilities
and transition times. The misconfiguration at
node X19 is highlighted in red, showing the in-
creased transition probability (1.0) and reduced
transition time (0.0).

As the values remain below (probability) or above
(time) the respective thresholds defined in List-
ing 2, the system state is considered safe for both
scenarios.
Misconfiguration of X19. Next, we assume that the
system denoted by X19 is misconfigured and, as a
result, the probability for an attacker to successfully
compromise the system has increased while the time
to exploit this is reduced. This change is highlighted
in red in Figure 3. The transition probability at node
X19 is now 1.0, while the corresponding transition time
is reduced to 0.0. As this node X19 is only related to
the target system (node) of the first threat scenario,
we verify that the data for the second threat scenario
does not change and that the probabilities and times
for the first threat scenario are updated accordingly:

p(X5) = 0.4608,

p(X11) = 0.0051,

p(X20) = 0.0065,

with corresponding times t(X5) = 25.0, t(X11) = 13.0,
and t(X20) = 9.0. Looking at the threat scenarions
TS1 and TS2, it is

p(TS1) = 0.0030,

t(TS1) = 9,

p(TS2) = 0.0051,

t(TS2) = 13,

When comparing the results to the thresholds, we
can see that the probability of the threat scenario is
still below the defined thresholds, however, due to

FIG 4. System graph after compromise of node X9. The
compromised node is highlighted with a solid
red box, while affected nodes are shown with
dashed red boxes. The updated probabilities and
transition times reflect both back- and forward-
propagation effects.

the time threshold the state of the system in scenario
TS1 is no longer safe but at medium risk.
Compromise of X9. Finally, we assume that the sys-
tem described by node X9 has been compromised.
The compromise of X9 sets its probability to 1.0 and
the time to reach the node is set to 0.0. Due to the
set-up, we have to update all nodes and paths that
are connected to this node. Consequently, the result-
ing probabilities of the target nodes are:

p(X5) = 0.576,

p(X11) = 0.101,

p(X20) = 0.0006,

with times t(X5) = 15.0, t(X11) = 2.0, and t(X20) =
34.0. Here, the results for the threat scenarios are

p(TS1) = 0.00037,

t(TS1) = 15,

p(TS2) = 0.101,

t(TS2) = 2,

which means that for TS1 the system has to be con-
sidered to be at medium risk while for TS2 the system
state is high risk.
The situation is highlighted in Figure 4. In the visual-
ization, X9 is marked with a solid red box, and all af-
fected nodes are marked with dashed red boxes. The
different styles also indicate the propagation seman-
tics: probabilities are updated via Bayesian inference
and can affect both upstream and downstream nodes
(back- and forward-propagation), whereas transition
times propagate forward along edges only.
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FIG 5. DAG incl. initial failure probabilities based on [17]

4.2. Fault tree and root cause analysis

The next example considered here is based on the
use case described in [17], which, in contrast to
the previous examples, represents a pure fault tree
using a priori failure probabilities that are defined
for all leaf nodes. The scenario models failures in a
generic radio altimeter (RA) system, with the top-level
event being the loss of one radio altitude display,
represented by node X101. The system is modeled
using a fault tree and subsequently visualized as a
directed graph to allow detailed probabilistic reason-
ing, including identification of failure paths and critical
components. A graphical representation of the fault
tree is given in Figure 5. All node identifiers, basic
event names, and prior probabilities used in this ex-
ample are taken directly from [17]. For completeness,
the full data for all nodes are listed in Appendix A.
Each box in the graph corresponds to a leaf node, for
which an initial failure probability is specified. These
leaf events represent elementary hardware or sys-
tem failures. Logical gates (OR and AND) are repre-
sented by diamonds and ellipses, and they aggregate
the probabilities from their children nodes according
to standard fault tree semantics.
To analyze potential failure scenarios, we consider a
fault at node X101 and trace the backward propaga-
tion of failure probabilities. This allows for root cause

name: "gao_radio_altimeter"
results_path: "./ results/"
bayesian_method: "exact"
arcs: "./data/Edges_Gao_RadioAltimeter.csv"
vertices: "./data/Nodes_Gao_RadioAltimeter.csv"
scenarios:

"TS1":
condition:

"or":
- "and": [ 101 ]

Listing 3. Definition of scenario for the Radio Altimeter
Configuration.

analysis, helping to identify the most likely sources
of failure that could result in the top-level event. The
experiment and the results are visualzed in Figure 6.
The node X101 is shown with a solid red border,
indicating that this is the root event of interest. As
highlighted in dashed red boxes, the most likely root
causes (i.e., leaf events with the highest contributions
to the failure of node X101) are:
• X1: Loss of IDU display functionality,
• X9: Loss of RA,
• X12: Loss of RA 1 antenna,
• X14: Loss of RA 2 antenna.
These nodes are part of different failure propagation
paths that converge at node X101. Their relatively high
prior probabilities and structural positions within the
fault tree make them key contributors to the risk of a
radio altitude display failure.

5. COMMENTS ON THE METHOD AND RESTRIC-
TIONS

In this section, we highlight the main restrictions and
challenges of the proposed framework in its current
form, with a focus on its applicability in practice.
These limitations concern the following aspects:
1) Availability of information: For the framework to

operate as intended, input data must be provided.
This includes the identification of hazards and
related unsafe control actions, as well as the
derivation or manual specification of correspond-
ing threat scenarios. Furthermore, the threat
analysis requires attack and fault graphs with
associated transition probabilities and transition
times. While probabilities can often be estimated
from vulnerability databases or expert knowledge,
obtaining realistic transition times is considerably
more difficult. Especially for new designs, this data
can have a large error margin. If this information
cannot be provided with sufficient accuracy, the
overall usefulness of the framework is reduced.
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FIG 6. Root cause analysis of a failure scenario in a radio altimeter system, adapted from [17]. The fault tree
identifies possible failure propagation paths leading to the top-level event X101 (Loss of one radio altitude
display), shown with a red border. Boxes represent basic failure events (leaf nodes) with predefined prob-
abilities. Diamonds and ellipses represent logical gates (OR resp. AND). Red dashed boxes indicate the
most likely root causes of system failure.

2) Technical risks related to the inference algo-
rithm: We performed numerical studies which
demonstrated that the framework can handle a
significant number of nodes and edges, particu-
larly when distributed across multiple (sub)graphs,
e.g. ngraphs = 50, where each graph consists
of nnodes = 80 and nedges = 120. However,
some system designs may require highly complex
graphs with many inter-dependencies within a
single model. In such cases, the current inference
approach may become inefficient and alternative
inference algorithms such as junction-tree–based
message passing may be necessary.

3) Methodological restrictions: The current im-
plementation requires user-defined thresholds to
classify system states into one of three categories:
safe, at medium risk, and at high risk. While this
provides a clear and intuitive classification, it also
introduces subjectivity and may oversimplify com-
plex risk landscapes. More nuanced classification
schemes, adaptive thresholds, or continuous risk
metrics could improve the fidelity of the analysis.

4) Integration with MBSE tools: The framework is
currently implemented as a stand-alone tool that
relies on external data inputs. This results in addi-
tional efforts, e.g. the data has to be exported and
preprocessed, and might result in loosing the link
with design processes over time. For now, the in-
tegration of the framework into existing MBSE tool-
chains remains a challenge for future work.

5) Future extensions of the framework: In addition
to the previous point, several other avenues for
further development exist. These include handling
attack graphs and fault graphs as separate but
interacting models, supporting parallel processing
to improve performance on large-scale scenarios,

and incorporating additional failure modes beyond
those currently implemented. Such extensions
would enhance the scalability and applicability of
the framework in diverse safety-critical domains.

6. CONCLUSION

This paper presented a framework for the quantitative
analysis of safety-critical threat scenarios. Building
on concepts such as attack graphs and fault trees, the
framework leverages Bayesian networks to jointly rea-
son about probabilities, timing, and evolving system
safety states. Unlike traditional static approaches, it
enables dynamic updates that reflect real-time evi-
dence, such as compromised nodes, component fail-
ures, or newly disclosed vulnerabilities.
The framework provides three main capabilities:
• systematic modeling and analysis of (safety-critical)

threat scenarios involving one or more attack
graphs and/or combined fault–attack models repre-
sented as directed acyclic graphs (DAGs),

• computation of probabilities and times required for
the realization of such safety-critical threat scenar-
ios, and

• continuous integration of new evidence through dy-
namic updates, ensuring that risk assessments re-
main accurate and actionable under changing con-
ditions.

Through illustrative examples, we demonstrated how
the framework can quantify the likelihood and pro-
gression of threat scenarios, thereby supporting the
identification of critical vulnerabilities and informing
the design of effective countermeasures. This con-
tributes to bridging the gap between abstract risk as-
sessments and operational decision-making in safety-
critical environments.
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Beyond analysis, the framework enables design itera-
tion: engineers can pose “what-if” questions, quantify
risks for different configurations (additional security
measures, redundancy, segmentation, checks), and
select designs that most effectively improve safety
states relative to thresholds.
Future work will focus on extending the framework’s
scalability to larger and more complex systems.
The field of activity considered within this article is
the support of design processes such as MBSE.
However, the developed technology could, in prin-
ciple, also be integrated with existing monitoring
infrastructures such as intrusion detection and health
management systems. These extensions will further
enhance its applicability for real-world safety–security
co-analysis.

Contact address:

mischa.jahn@airbus.com
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Appendix

A. RADIO ALTIMETER DISPLAY FAILURE DATA

This section contains the basic events, identifiers,
and failure probabilities used in the radio altimeter
fault-tree example presented in Section 4.2. All val-
ues are taken directly from [17] without modification.
Table 1 lists the basic events and their failure rates
(scaled by 10−4), while Table 2 reproduces the event
sequence with prior and posterior probabilities as re-
ported in [17]. Event labels (M1, X1, . . . ) correspond
to Figure 5; node identifiers Xi used in the main text
refer to the same events.

Numbers Basic event names Failure rates

M1 Loss of one radio altitude display 14.1 · 10−4

M2 Loss of data transmission paths from RA to IDU 1.36 · 10−4

M3 Loss of RA output information 9.75 · 10−4

M4 Loss of RDIU function 1.2 · 10−4

M5 Loss of RDIU power supply 2.02e− 5 · 10−4

M6 Loss of RDIU power supply 1 0.45 · 10−4

M7 Loss of RDIU power supply 2 0.45 · 10−4

M8 Loss of RA-1 antenna RF signal 3.15 · 10−4

M9 Loss of RA-2 antenna RF signal 3.15 · 10−4

X1 Loss of IDU display function 3 · 10−4

X2 Loss of RDIU to IDU network 0.006 · 10−4

X3 Loss of 429 buses from RA to RDIU 0.15 · 10−4

X4 Loss of RDIU 1.2 · 10−4

X5 Loss of DC bus bar 0.3 · 10−4

X6 Loss of power line from RDIU to DC bus bar 0.15 · 10−4

X7 Loss of DC ESS bus bar 0.3 · 10−4

X8 Loss of power line from RDIU to DC ESS bus bar 0.15 · 10−4

X9 Loss of RA 3 · 10−4

X10 Loss of AC ESS bus bar 0.3 · 10−4

X11 Loss of RA power cord 0.15 · 10−4

X12 Loss of RA-1 antenna 3 · 10−4

X13 Loss of RA-1 antenna coaxial cable 0.15 · 10−4

X14 Loss of RA-2 antenna 3 · 10−4

X15 Loss of RA-2 antenna coaxial cable 0.15 · 10−4

TAB 1. Fault event numbers and probability values
adapted from [17].

Basic events Prior prob. Posterior prob.

Loss of RDIU function

Loss of DC bus bar 0.3 · 10−4 0.0031 · 10−2

Loss of power line from RDIU to DC bus bar 0.15 · 10−4 0.0015 · 10−2

Loss of DC ESS bus bar 0.3 · 10−4 0.0031 · 10−2

Loss of power line from RDIU to DC ESS bus bar 0.15 · 10−4 0.0015 · 10−2

Loss of RDIU 1.2 · 10−4 8.512 · 10−2

Loss of RDIU to IDU network 0.006 · 10−4 0.04256 · 10−2

Loss of 429 buses from RA to RDIU 0.15 · 10−4 1.064 · 10−2

Loss of RA output information

Loss of RA-1 antenna 3 · 10−4 21.28 · 10−2

Loss of RA-1 antenna coaxial cable 0.15 · 10−4 1.064 · 10−2

Loss of RA-2 antenna 3 · 10−4 21.28 · 10−2

Loss of RA-2 antenna coaxial cable 0.15 · 10−4 1.064 · 10−2

Loss of RA 3 · 10−4 21.28 · 10−2

Loss of AC ESS bus bar 0.3 · 10−4 2.128 · 10−2

Loss of RA power cord 0.15 · 10−4 1.064 · 10−2

Other events

Loss of IDU display function 3 · 10−4 21.28 · 10−2

TAB 2. Event sequence for loss of the radio altitude dis-
play adapted from [17].
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